UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH HAI DUONG Doc 14p - Tu do - Hanh phiic
S6: 39 /2024/QP-UBND Hdi Duong, ngay 13 thang 9 nim 2024
QUYET PINH

Ban hanh Quy ché bio dam an toan théng tin mang
trong hoat dong irng dung cong nghé thong tin ciia cac co quan nha nwéc
trén dia ban tinh Hai Duwong

UY BAN NHAN DAN TINH HAI DUONG

Can cir Ludt Té chire chinh quyén dia phuwong ngay 19 thang 6 nam 2015;
Ludt sua doz b6 sung mét sé diéu ciia Ludt T chire Chinh phii va Ludt T6 chirc
chinh quyén dia phwong ngay 22 thang 11 nam 2019;

Can cur Ludt Cong nghé thong tin ngay 29 thang 6 nam 2006,

Can cut Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Nghi dinh $6 64/2007/NP-CP ngay 10 thang 4 nam 2007 ciia Chinh
phu vé ung dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Can cir Nghi dinh s6 72/2013/NP-CP ngay 15 thang 7 nam 2013 ciia Chinh
phu vé quan ly, cung cdp, sw dung dich vu internet va thong tin trén mang;

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 cua Chinh
phii vé bao dam an toan hé thong théng tin theo cdap do;

Can cir Quyét dinh s6 05/201 7/OD-TTg ngay 16 thang 3 nam 2017 cua Thu
twong Chinh phi ban hanh quy dinh vé h¢ thong phwong an ung ciru khan cap bao
dam an toan thong tin mang quoc gia,

Can cir Théng tw so 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua B9

truong Bo Thong tin va T ruyen théng quy dinh vé diéu phéi, img citu sw cé an toan
thong tin mang trén toan quoc;

Can cir Théng tw sé 27/2017/TT-BTTTT ngay 20 thang 10 nam 2017 cua B
truéng Bo Thong tin va Truyén thong quy dinh vé quan ly, vdn hanh, két néi, sie
dung va bao dam an toan thong tin trén mang truyén sé lidu chuyén dimg ciia cdc
co quan Pdng, Nha nude; Thong tw sé 12/2019/TT-BTTTT ngay 05 thang 11 ndam
2019 sira doi, bé sung mét so diéu cia Thong tw s6 27/2017/TT-BTTTT ngay 20
thang 10 nam 2017 ciia B trudéng Bé Théng tin va Truyén théng quy dinh vé quan


https://thuvienphapluat.vn/van-ban/cong-nghe-thong-tin/thong-tu-27-2017-tt-btttt-bao-dam-an-toan-thong-tin-tren-mang-truyen-so-lieu-co-quan-dang-365322.aspx
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[y, van hanh, két noi, s dung va bao dam an toan thong tin trén mang truyén so
liéu chuyén dung cua cac co quan Pang, Nha nuoc,

Can cit Théong tw sé 31/2017/TT-BTTTT ngay 15 thang 11 ndm 2017 ciia BS
truong B9 truong Bo Thong tin va Truyén thong quy dinh hoat dong giam sdt an
toan hé thong thong tin,

Can cir Théng tw s6 24/2020/TT-BTTTT ngay 09 thang 9 nam 2020 cua Bo
truong Bo Thong tin va Ti ruyén théng quy dinh vé cong tdac trién khai, gidm sat
cong tac trzen ‘khai va nghiém thu dy dan ddu tw tmg dung cong nghé théng tin sir
dung nguén von ngan sdach nha nudc;

Can cw Thong tw 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua B¢
truong Bo Thong tin va T ruyén théng quy dinh chi tiét va hwéng dan mét sé dzéu
cua Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé bdo
ddam an toan hé thong thong tin theo cap dd;

Theo dé nghi ciia Gidm doc S¢ Thong tin va Truyén thong.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay “Quy ché bao dam an toan thong
tin mang trong hoat dong irng dung cong ngh¢ thong tin ctia cdc co quan nha nudc
trén dia ban tinh Hai Duong”.

Picu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngay 25 thang 9 nim 2024
va thay thé Quyét dinh s6 29/2013/QD-UBND ngay 11 thang 12 nam 2013 caa Uy
ban nhan dan tinh Hai Duong vé viéc ban hanh Quy ché bao dam an toan, an ninh
thong tin trong hoat dong ing dung cong ngh¢ thong tin cia co quan nha nudc trén
dia ban tinh Hai Duong.

Piéu 3. Chanh Vin phong Uy ban nhan déan tinh; Thu truéng cic so, ban,
nganh cuda tinh; Chu tich Uy ban nhan dan cic huyén, thi xa, thanh phé va to chire,
c4 nhén lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhin: TM. UY BAN NHAN DAN
- Nhu Dicu 3; KT. CHU TICH

- Van phong Chinh phu; A 7
- Vu phap ché - B6 Thong tin va Truyén thong; . PHO CHU TICH

- Cyc Kiém tra vin ban QPPL- Bo Tu phap;
- Thudng tryc Tinh ty, TT HDND tinh;

- Ban chi dao Chuyén déi sé tinh;

- Chu tich, cac PCT UBND tinh;

- B4ao Hai Duong, Dai PTTH tinh;

- Phong HC-QT - VP UBND tinh;

- Trung tdm CNTT - VP UBND tinh;

- Luu: VT, KGVX, Nam(01b)

Nguyén Minh Hung
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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIiA VIET NAM
TINH HAI DUONG Poc 1ap - Tw do - Hanh phuc
QUY CHE

Bdo diam an toan thong tin mang trong hoat dgng irng dung
cong nghé thong tin ciia cac co’ quan nha nwéc trén dia ban tinh Hai Dwong
(Ban hanh kém theo Quyét dinh s6 39 /2024/QP-UBND ngay 13 thang 9 nam 2024
ciia Uy ban nhén dan tinh Hai Dwong)

Chuong I
QUY DINH CHUNG

Picu 1. Pham vi diéu chinh

Quy ché nay quy dinh vé bao dam an toan thong tin mang trong hoat dong tng
dung cong nghé thong tin cua cac co quan nha nudc trén dia ban tinh Hai Duong.

Piéu 2. Péi twong ap dung

1. Quy ché nay duoc ap dung dbi véi cac co quan nha nude tinh Hai Duong va
céc t6 chirc, ca nhan lién quan dén hoat dong tng dung cong nghé thong tin cta cac
co quan nha nudc tinh Hai Duong.

2. Céc t6 chiic, ca nhan, doanh nghiép c6 tham gia quan 1y, cung cép, van
hanh, khai thac, itng dung cong ngh¢ thong tin trong hoat dong cua cac co quan,
don vi néu tai khoan 1 Diéu nay.

3. Can b0, cong chuc, vién chic, nguoi lao dong dang cong tac trong cac co
quan, don vi néu tai khoan 1 Piéu nay.

Pi¢u 3. Giai thich tir ngir
Trong Quy ché nay, cac tir nglt dudi day dugc hiéu nhu sau:

1. Mang dugc quy dinh tai Khoan 2 Diéu 3 Luat An toan thong tin mang. Cu
thé: Mang 1a moi truong trong do thong tin dugc cung cap, truyén dua, thu thap, xu
1y, luu trit va trao doi thong qua mang vien thong va mang may tinh.

2. An toan théng tin mang dugc quy dinh tai Khoan 1 Piéu 3 Luit An toan
thong tin mang. Cu thé: An toan thong tin mang 1a sy bao v¢ thong tin, hé théng
thong tin trén mang tranh b1 truy nhap, st dung, tiét 10, gian doan, stra ddi hodc pha
hoai trai phép nham bao dam tinh nguyén ven, tinh bdo mat va tinh kha dung ctua
thong tin.

3. Hé thong thong tin duoc quy dinh tai Khoan 3 Diéu 3 Luat An toan théng
tin mang. Cu thé: H¢ thong thong tin 1a tap hop phan cliing, phan mém va co s¢ dir
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liéu duoc thiét 12p phuc vu muc dich tao 1ap, cung cép, truyén dua, thu thap, xu ly,
luu trir va trao doi thong tin trén mang.

4. Xam pham an toan théng tin mang dugce quy dinh tai Khoan 6 Diéu 3 Luat
An toan thong tin mang. Cu thé: Xam pham an toan thong tin mang 1a hanh vi truy
nhap, str dung, ti€t 19, lam gidn doan, stra d61, pha hoai trai phép thong tin, h¢ thong
thong tin.

5. Sw c6 an toan thong tin mang dugc quy dinh tai Khoan 7 Piéu 3 Luét An
toan thong tin mang. Cu thé: Sy cd an toan thong tin mang 1a viéc thong tin, hé
thong thong tin bi gdy nguy hai, anh hudng tdi tinh nguyén ven, tinh bao mat hoic
tinh kha dung.

6. Rui ro an toan thong tin mang duge quy dinh tai Khoan 8 Piéu3 Luat An
toan thong tin mang. Cu thé: Rui ro an toan thong tin mang 1 nhiing nhan t& chu
quan hodc khach quan c6 kha nang anh hudng t61 trang thai an toan thong tin mang.

7. Phan mém déc hai duge quy dinh tai Khoan 11 Piéu 3 Luat An toan thong
tin mang. Cy thé: Phian mém doc hai 1a phan mém c6 kha ning giy ra hoat dong
khong binh thuong cho mot phén hay toan b h¢ théng thong tin hoac thuc hién sao
chép, sira doi, x6a bo trai phép thong tin luu trit trong hé théng thong tin.

8. Nguy co madt an toan théng tin mang 1a nhitng nhan té bén trong hoic bén
ngoai c6 kha nang anh hudng tdi trang thai an toan thong tin mang.

9. Twong hia: La rao chan dugc 1ap ra nham ngin chin nguoi ding mang
Internet truy cap thong tin khong mong muén hodc (va) ngin chin nguoi dung tir
bén ngoai truy cap cac thong tin bao mat nam trong ndi bo, 13 mot thiét bi phﬁn
cimg va (hodc) phan mém hoat dong trong moi truong mang dé ngan chin mot sd
lién lac bi cAm béi chinh sach an ninh ciia ¢4 nhan hay t6 chic.

10. Mang truyén sé liéu chuyén ding duoc quy dinh tai Khoan 1 Piéu 3 Quyét
dinh s6 08/2023/QD-TTg ngay 05 thang 4 nam 2023 cua Thu tuéng Chinh phu vé
mang truyen s0 liéu chuyén dung phuc vu cac co quan Pang, nha nude. Cy thé:
Mang truyén sé liéu chuyén dung 1a mang két ndi cac co quan Pang, Nha nudc,
dugce to chuec, quan ly thé)ng nhét, bao dam chat luong, an toan, bdo mat thong tin
dé trao doi, chia sé dir liéu gitta cac co quan Pang, Nha nudc.

Pi¢u 4. Nguyén tic bio dam an toan thong tin mang

Bao dam an toan thong tin mang tudn thu cac nguyén tic chung quy dinh tai
Diéu 4 Luat An toan thong tin mang va Diéu 4 Nghi dinh s6 85/2016/ND-CP ngay
01 thang 7 ndm 2016 cta Chinh phil vé bao dam an toan hé thong thong tin theo
cap d0 (sau day goi tat la Nghi dinh sé 85/2016/NP-CP).



5

Chuong I1 ) )
AN TOAN THONG TIN MANG TRONG THIET KE, XAY DUNG,
VAN HANH HE THONG THONG TIN

Picéu 5. Yéu cau thiét ké, xdy dung hé thong thong tin

1. Dy 4n dau tu xdy dung moi hodc mo rong, nang cap hé théng thong tin, chi
dau tu xay dung thuyét minh dé xuat cap do an toan hé théng thong tin theo Piéu
13 Nghi dinh 85/2016/ND-CP.

2. Thiét ké, xay dung cac giai phap bao dam an toan thong tin phai tudn tha
nguyén tac dong bg, co thé dung chung, chia s¢ dé to61 wu hi€u nang thiét bi va hi¢u
qua dau tu.

3. Trudc khi dua vao van hanh, khai thac hé théng thong tin: Chu dau tu phai
thuc hién kiém thtr hodc van hanh thir trude khi dua vao sir dung. Két qua kiém
thr, vén hanh thir phai dugc 1ap thanh van ban va tuan thu theo quy dinh tai biéu
10 Thong tu s6 24/2020/TT-BTTTT ngay 09 thang 9 ndm 2020 cua B6 truong B
Thong tin va Truyén thong quy dinh vé cong tac trién khai, giam sat cong tac trlen
khai va nghiém thu dy an dau tu tng dung cong ngh¢ thong tin str dung nguon vbn
ngan sach nha nudc. Pong thoi, hé théng thong tin phai dugc phé duyét cap do an
toan hé thdng thong tin va trién khai day di phuong 4n bao dam an toan thong tin
theo ho so dé xuét cap d6 duoc phé duyét.

Piéu 6. An toan thong tin mang ddi véi thué dich vu cong nghé thong tin

1. Khi ky két hop dong thué dich vu cong nghé théng tin, co quan chi tri thué
dich vu phai xac dinh rd pham vi, trach nhi€ém, quyén han va nghia vu cta cac bén
vé bao dam an toan thong tin mang, diéu kién xir Iy vi pham quy dinh bao dam an
toan thong tin mang va trach nhi¢m boi thuong thi€t hai do hanh vi vi pham cta
bén cung cap dich vu giy ra.

2. Trong qué trinh st dung dich vu cong nghé thong tin, co quan chu tri thué
dich vu c¢6 trach nhiém:

a) Yéu cau bén cung cap dich vu phai bao mét thong tin, dir liéu, ma ngudn,
tai liéu thiét ké hé thong thong tin; trién khai cac bién phap bao dam an toan thong
tin mang tudn thu phuong 4n bao dam an toan thong tin duoc cap co tham quyén
phé duyét, cac quy dinh tai Quy ché nay, Luat An toan thong tin mang va cic quy
dinh khac cua phap luat c6 lién quan.

b) Quan 1y thong tin, dir li¢u phat sinh tir dich vu da thué; bdo dam bén cung
cép dich vu khong dugc truy cap dé quan tri dir 1iéu thudéc pham vi nha nudc quan
1y Iwu trit trén hé thong thué.

¢) Giam sat, gidi han quyén cua bén cung cap dich vu khi cho phep truy cap
vao hé thong thong tin dé xtr Iy su ¢b hodc hd trg nang cip, quan tri, van hanh.
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3. Khi phat hién bén cung cip dich vu c¢6 du hiéu vi pham quy dinh bao dam
an toan thong tin mang, co quan chu tri thué dich vu c6 trach nhiém:

a) Tam dung hodc dinh chi hoat dong cua h¢ théng thong tin tuy theo muc do
vi pham va thong bao cho bén cung cap dich vu.

~ b) Thu hdi quyén truy cap hé thdng thong tin d cip cho bén cung cap dich vu
(néu co).

¢) Kiém tra, xac dinh, 1ap bao cao murc d¢ vi pham va thiét hai xay ra; thong
béo cho bén cung cap dich vu; tién hanh cac thil tuc xt 1y vi pham va boi thuong
thiét hai hoac xur ly theo cac quy dinh cta phap luat.

4. Két thic thoi gian thué dich vy, co quan chu tri thué dich vu c6 trach nhi¢m:

a) Yéu cau bén cung cép dich vu chuyén giao dﬁy da thong tin, dir li¢u, ma
nguon, tai liéu thi€t ké va cac cong cu can thiét d€ bao dam co6 thé khai thac su
dung duogc thong tin, dit licu ké ca trong truong hop thay doi bén cung cap dich vu.

b) Thu hoi va thay doi mat khau hodic huy bo tai khoan truy cip hé thong
thong tin da cap cho bén cung cap dich vu.

Piéu 7. Quan Iy an toan ha ting mang

1. An toan cho mang noi bd

a) Phai str dung thiét bi tudong lira chuyén dung hodc phan mém tudng lta dé
ngan chdn va phat hi€én xam nhap trai phép vao mang noi bd cua co quan khi két
nod1 voi hé thong bén ngoai.

b) Khi két ndi tir xa vio mang ndi bo, phai sir dung giao thirc mang c6 ma hoa
thong tin va thi€t 1ap mat khau manh.

2. Mang khong day dé két ndi vai mang nodi bd phai thiét 1ap mat khau manh,
ma hoa dir liéu theo co ché bao mat WPA2 hodac WPA3. Mat khéu truy cap phai
dugc thay doi dinh ky 06 thang/lan.

3. Hé diéu hanh, phan mém tich hop trén cac thiét bi mang phai thuong xuyén
duoc cip nhat cac ban va 151 theo khuyén nghi cta cac nha san xuét.

4. Phai luu trir nhat ky khi thay d6i cau hinh k¥ thuét cua cac thiét bi mang.

Piéu 8. Quan Iy an toan may chi va ing dung

1. Quan ly, van hanh hoat dong binh thuong ctia hé théng may chu va dich vu

a) May chu phai duoc cai dat, st dung phan mém phong chdng mé doc. Phan
mém phong chong ma doc dugc cap nhat thuong xuyén va phai cé tinh nang ky
thuat dap tng yéu cau cua B§ Thong tin va Truyén thong.

b) Bao dam cho hé diéu hanh, phan mém cai dit trén mdy chu hoat dong lién
tuc, 6n dinh va an toan.
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¢) Thiét 1ap ché do tu dong cap nhat ban va hé diéu hanh, phan mém, ung
dung va h¢ quan tri co s¢ dir liéu duoc cai dat trén may chu, phai thiét lap mat khau
truy nhap ché d6 tu dong bao vé man hinh sau 10 phat khong sir dung d6i voi tat ca
may chu.

d) Thay ddi cac tai khoan, mat khau mic dinh ngay khi duwa hé diéu hanh,
phan mém vao sir dung.

d) Thuong xuyén kiém tra cdu hinh, cic tép tin nhat ky hoat dong cua hé diéu
hanh, phan mém nham kip thoi phat hién va xir Iy nhiing sy ¢b néu co.

e) Thuong xuyén cap nhét cac ban vé 16i hé diéu hanh, phdn mém tir nha cung cap.

g) Loai bo cac thanh phan cta hé diéu hanh, phan mém khong can thiét hodc
khong con nhu cau st dung.

h) Bao dam cac két ndi mang trén may chu hoat dong lién tuc, 6n dinh va an
toan. Cau hinh, kiém soat cac két ndi, cac cong dich vu tir bén trong di ra, bén
ngoai di vao hé théng.

2. C4u hinh tbi uu, tang cuong bao mat cho thiét bi hé théng trudc khi dua vao
van hanh, khai thac

a) Xay dung, ap dung quy trinh cdu hinh t6i vu, ting cuong bao mat cho céc
may chu.

b) May chu phai duoc ra soat, ciu hinh t6i wu, ting cudng bao mat trude khi
dua h¢ thong vao van hanh khai thac.

3. Cap nhat, sao Iuu du phong va khoi phuc sau khi xay ra su cd

a) Trién khai hé thong/phuong tién luu trit doc 1ap v6i hé thong luu trix trén
cac may chii dich vu dé sao luu du phong; phan loai va quan 1y thong tin, dit liéu
duoc luu trit theo ting loai/nhém thong tin duge gan nhan khéac nhau; thuc hién sao
luu, du phong céc thong tin, dir li€u co ban sau: tap tin cAu hinh hé théng, anh hé
diéu hanh may chu, co s¢ dir licu; dit licu, thong tin nghip vu.

b) Phai thyc hién luu trit thay di cAu hinh k¥ thudt cua méay chu, hé diéu
hanh, phan mém.

4. Nghiém cAm str dung céc tai nguyén tinh toan, gdm: cic may chii va cac
cong dich vu mo6i truong mang dé xay dung cac hé thong thuc hién cac hanh vi dao
tién 4o, ra quét cac 16 hong bao mat, hodc tham gia cic hoat dong bat hop phap
khac trén moi trudong mang.

Dicu 9. Bao dim an toan thiét bi dau cuoi

1. May tinh c4 nhan phai dat mat khau truy cdp va ché do tu dong bao vé man
hinh sau 10 phut khong st dung; thuong xuyén cap nhat ban va 16 hong bdo mat h¢
di€u hanh va phan mém tng dung; cai dat phan mém phong chong ma ddc va thiét
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lap ché d6 tu dong cap nhat mau ma ddc mdi, tu dong ra quet khi sao chép, mé cac
tap tin. Phan mém phong chong ma ddc phai ¢6 tinh nang k¥ thuat dap ung yéu cau
cua Bo Thong tin va Truyén thong.

2. Khi str dung may tinh, thiét bi dau cudi trong mang ndi bd co quan dé xir 1y
cong viéc mang tinh chat cong vu phai tuan thu cac quy dinh sau:

a) Khong cai dit cac phan mém khong ré ngudn goc, khong lién quan dén
cong viéc chuyén mon trén may tinh cta co quan.

b) Can bo, cong chire, vién chire va nguoi lao dong phai tur dat mat khau dang nhap
vao cac hé théng thong tin; thudng xuyén thay doi dé ting cuong cong tac bao mat.

¢) Khong ty ¥ g& bo phan mém phong chdng ma ddc trén may tinh. Tét ca cac
tap tin, thu muc khi sao chép vao may tinh tir thi€t bi ngoai vi phai dugc quét ma
doc trude khi thyuc hién.

d) Chi st dung thu dién tir cong vu dé trao ddi, gtri, nhan tai liéu cong vu.

e) Khi phat hién ddu hiéu may tinh nhiém ma doc phai kip thoi thong bao cho
b phén c6 trach nhiém cua co quan dé xu ly.

3. Ca nhan khi mang may tinh, thiét bi di dong thudc s& hitu riéng két ndi véi
mang ndi by dé xur 1y cong viéc phai duge sy dong ¥ cua tha trudng co quan va
tuan thu cac quy dinh tai khoan 1 va khoan 2 Diéu nay.

Picu 10. Giam sat an toan hé thong thong tin

1. H¢ thong thong tin phai trlen khai hé thong giam sat an toan thong tin dap
mg cac yéu cau tai Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 cua Bo
truong Bo Thong tin va Truyén thong quy dinh hoat dong gidm sat an toan hé
thdng thong tin.

2. Béi véi cac hé théng thong tin dat tai Trung tdm dir li¢u cua tinh, S& Thong tin
va Truyén thong c6 trach nhiém t6 churc giam sat an toan thong tin theo quy dinh.

3. Bbi véi cac hé théng thong tin, phén mém, ung dung, co s¢ dit li¢u khong
dugc dat tai Trung tam dit li¢u cua tinh, don vi quan 1y, van hanh c6 trach nhiém tu
thuc hién hodc yéu cau doanh nghi¢p cung cap dich vu bao dam cac y€u cau giam
sat an toan h¢ thong thong tin theo quy dinh cia phap luét.

Piéu 11. Kiém tra, danh gia an toan hé théng thong tin

Dinh ky t6 chirc danh gid, kiém tra d6i v6i hé thong thong tin thudc pham vi
quan ly cua co quan, don vi minh theo quy dinh tai diém c khoan 2 Diéu 3 Nghi
dinh s6 85/2016/ND-CP. Thuc hi¢n cac bién phéap bdo tri can thiét dé bao dam kha
nang xu ly va tinh san sang cua h¢ thong thong tin.
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Piéu 12. Quin Iy an toan thong tin ciia cic co quan, don vi ddi véi nguoi
st dung

1. Cac co quan, don vi khi tiép nhan, tuyén dung nhan sy md&i phai ¢é trach
nhi€ém pho bi€n cho nhan sy mdi cac quy dinh vé bao dam an toan thong tin mang
tai co quan, don vi.

2. Céc co quan, don vi phai thuong xuyén to chirc quan tri¢t cac quy dinh vé
an toan théng tin mang, nham nang cao nhan thic vé trach nhiém bao dam an toan
thong tin mang cua tung cd nhan trong co quan, don vi.

3. Céc co quan, don vi c6 trach nhiém quan 1y va thu hoi tai khoan, quyén truy
cap cac hé thong thong tin va tat ca cac tai san lién quan t1 hé thong thong tin khi
can bo chuyén cong tac, nghi viéc, nghi theo ché do.

Pi¢u 13. Quan Iy truy cap
1. Béi véi co quan, don vi, ngudi sir dung

a) B4do v¢ bi mat thong tin tai khoan c4 nhan, hodc tai khoan ctua co quan, don
vi khi duoc phan cong nam gitt dong thoi phai thay d6i ngay mat khau tai khoan
khi mo1 duoc cép va tu chiu trach nhi¢m trong viéc quan 1y, bao vé mat khéu cua
tai khoan, khong dugc cho nguoi khac st dung tai khodn ca nhan hodc cua co quan,
don vi;

b) Khong dat ché do tu dong ghi nhé mat khau cua céc trinh duyét trong moi
truong hop st dung.

¢) Thiét 1ap mat ma truy cap va ché do tu dong bao vé man hinh sau 10 phut
khong st dung cho tat ca hé thong may chu, may tram ctia nguoi st dung.

d) Hé thong mang khong day (wifi) cua cac co quan, don vi phai dugc dat mat
khau (password) khi truy cap. Thiét 1ap phuong phap han ché nguoi dung truy cip
mang khong day, giam sat va diéu khién truy cip mang khong day.

d) bat mat khau ding nhép, truy cap hé thong thong tinc6 do phtre tap cao (co
do da1 t6i thiéu 8 ky tu, co ky tu thuong, ky tu hoa, ky tu sd hodc ky tu dac bict
nhu: !, @, #, $, %) va phai duoc thay d6i it nhat 03 thang/1an cho tat ca cac tai
khoan truy cap vao hé thong may chu, thiét bi mang, may tinh, cac rng dung;

e) Cac co quan, don vi can ra soat tdi thiéu 03 thang/lan cac tai khoan diang
nhap, bdo dam céc tai khoan va quyén truy cap hé thong dugc cap phat dung, du.

2. Péi véi cac hé thong théng tin

a) Bao dam mdi tai khoan cua to chtrc, ca nhan truy cap vao hé théng thong tin
l1a duy nhat.

b) Céac hé théng thong tin can gid1 han s6 1an dang nhap sai lién tiép vao hé
thong (ttr 03 dén 05 lan). HE thong ty dong khoa tai khoan trong mot khoang thoi
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gian nhéat dinh néu lién tuc ding nhap sai vuot qua s 1an quy dinh trude khi tiép
tuc cho dang nhap va c6 phuong thurc ho tro cap lai mat khau tai khoan.

c) bon vi quan ly, van hanh cac hé¢ théng dung chung s€¢ khong chiu trach
nhiém vé nhirng thiét hai do phia nguoi dung khéng tuan thi cac quy dinh vé bao
vé bi mat tai khoan dan dén thong tin ¢4 nhan bi danh cép hay bi stra ddi, céc ung
dung bi str dung mao danh hay cac hau qua ti€u cuc khéc.

Picu 14. Quan 1y nhit ky trong qua trinh vin hanh cic hé thong thong tin

1. Cac co quan, don vi phai thyc hién viéc ghi nhat ky trén cac thiét bi mang
may tinh, phan mém tng dung, hé diéu hanh, co s¢ dir liéu nham bao dam cac sy
kién quan trong xay ra trén h¢ thong dugc ghi nhan va luu gitr. Cac ban ghi nhat ky
nay phai dugc bao v¢ an toan nham st dung dé phuc vu cong tac kiém tra, phan
tich khi can thiét.

2. Cac sy kién ti thiéu can phai duoc ghi nhat ky gdm: qua trinh dang nhap
hé théng; tao, cap nhat hodc x6a dir liéu; cac hanh vi xem, thiét 1ap cu hinh hé
thdng; viéc thiét 1ap cac két nbi bat thuong vao va ra hé théng; thay d6i quyén truy
cap hé thong.

3. Thudng xuyén thuc hién viéc theo ddi ban ghi nhét ky ctia hé théng va céac
su kién khac c¢o6 lién quan dé danh gia, bao céo cac rui ro va miac do nghiém trong
cac rui ro do.

Pi¢u 15. Phong chong phan mém ddc hai

1. Tat ca cac may tram, may chu phai duoc trang bi phan mém phong chong
phan mém doc hai. Cac phan mém phong chong phan mem doc hai phai dugc thiét
lap ché d6 tu dong cap nhat; ché d6 tu dong quét phan mém doc hai khi sao chép,
mo cac tap tin, co két ndi, chia sé thong tin voi cac hé thdng thong tin quan 1y theo
quy dinh hi¢n hanh.

2. Hé diéu hanh, phén mém cai dat trén may chu, may tram phai dugc cip nhat
va 10 hong bao mat thuong xuyén, kip thoi.

3. Can bd, cong churc, vién chuc va nguoi lao dong khong dugce tu v gd bo cac
phan mém phong, chong phan mém ddc hai trén may tinh khi chua c6 su dong y
cua nguoi c6 tham quyén trong co quan.

4. TAt ca cac may tinh cua don vi phai dugc cAu hinh v6 hiéu hoa tinh nang tu
dong thuc thi (autoplay) céc tap tin trén cac thiét bi luu trir di dong.

5. Cac may tinh xéach tay, thiét bi di dong (dién thoai théng minh, mdy tinh
bang...) trudc khi két nbi vao mang LAN noi bo ciia co quan, don vi phai bao dam
da duoc cai chuong trinh phong chéng phﬁn mém ddc hai va di duoc kiém duyét
vé cac phan mém doc hai.



11

6. Tat ca cac tap tin, thu muc phai dugc quét phén mém ddc hai trude khi sao
chép, str dung.

7. May chu chi duge dung dé cai dat cac phan mem dich vy dung chung cua
co quan, don vi; khong cai dat phan mém khong 1d ngudn gdc, phan mém phuc vu
muc dich ¢4 nhan va muc dich khac, khong phuc vu cong viéc.

8. Khi phat hién ra bat ky dau hiéu nao lién quan dén viéc bi nhiém phan mém
doc hai trén may tram nhu: may hoat dong cham bat thuong, canh béo tu phﬁn
mém phong chéng phan mém ddc hai, tinh trang nay lap di lap lai nhiéu lan, ¢ cac
vi tri khac nhau; quan trong nhat 12 ¢6 dau hiéu mat dir liéu, nguoi st dung phai tat
may, ngat két ndi tir may tinh dén mang LAN noi b, mang WAN noi tinh, mang
Internet va bao truc tlep cho b phan c6 trach nhi€ém cta don vi dé xur ly.

Piéu 16. Sao hru dir liéu dw phong
1. Bdi v6i cac Co quan, don vi va ngudi sir dung

a) Khi luu trir, khai thac, trao doi thong tin, dir liéu phai bdo dam tinh toan
ven, tinh tin cay, tinh san sang. Khi luu tri, trao doi thong tin, dir liéu quan trong
phai ap dung k¥ thuit ma hoéa, thiét 1ap mat ma, ung dung chit ky sé va phai co co
ché luu trir dy phong.

b) Phai l4p ké hoach va thuc hién sao luu dit liéu du phong dinh ky it nhit mot
lan trong thang cac dir liéu quan trong, bao gdm: co s& dit liéu va cac dir liéu quan
trong duogc trién khai, Iuu trir (bao gdm dir liéu phét sinh trong qua trinh van hanh
cac phan mém g dung nhu: cic tap tin van ban, hinh anh, cac tap tin dir liéu khac).
Sau khi sao luu, luu trit ban sao luu bang thiét bi luu trit ngoai (nhu: dia quang, 6
clng ngoai, cac thiét bi luu trix khac) theo quy dinh luu trir hi¢én hanh, bao dam tinh
san sang, bao mat va toan vennham dap umg yéu cau phuc hoi dur liGu, khic phuc hé
thong thong tin cho hoat dong binh thuong kip thoi khi ¢ su ¢d xay ra.

2. Pdi v6i co quan, don vi chi quan cac hé thong thong tin

a) Co6 trach nhiém ban hanh va thuc hi¢n quy trinh sao luu du phong va phuc
hoi cho cac phan mém, dit li¢u;

b) Xay dung danh sach cac dit liéu, phadn mém can dugc sao luu, c6 phan loai
theo thoi gian Iuu trir, thot gian sao luu, phuong phap sao luu va thoi gian kiém tra
phuc hoi hé thong tir dir li¢u sao luu;

¢) Phai luu trir dit li¢u sao Iuu & noi an toan, khong cung phan vung luu triv
cac ung dung va dugc ki€m tra thuong xuyén, bao dam san sang cho viéc sir dung
khi can thiét.

Pi¢u 17. Quan 1y va ing ctru sw ¢d an toan thong tin

1. Phan loai mirc d§ nghiém trong cia cac sy co, bao gom:
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a) Thap: sy ¢ gdy anh hudng ci nhan va khong 1am gian doan hay dinh tré
hoat dong chinh cua co quan, don vi nhu: may tinh tram bi nhiém phﬁn mém doc
hai, phﬁn mém hé diéu hanh, cac phén mém ung dung cai dat trén may tinh ca nhan
phat sinh 15i;

b) Trung binh: su ¢b anh hudng dén mot nhém nguoi dung nhung khong gay
gian doan hay dinh tré hoat dong chinh cua don vi nhu: hé théng mang cta 1 (mot)
phong, ban thudc don vi bi ngung hoat dong, phan mém ddc hai lay nhiém tat ca
cac may tinh tram trong 01 phong, ban;

¢) Cao: su ¢b 1am cho thiét bi, phan mém hay hé thong khong thé sir dung
duoc va gdy anh hudng dén mot trong cac hoat dong chinh cta co quan nhu: hé
théng quan 1y van ban va diéu hanh, ho so cap phép, mot cira dién tir ctia don vi bi
ngung hoat dong, mot s6 thiét bi cong nghé thong tin quan trong (bo chuyén mach
trung tam, thiét bi dinh tuyén, thiét bi twong lira, may chu quan 1y tap tin chung,) bi
hu hong;

d) Khan cap: su cb anh huong dén su lién tuc cta nhiéu hoat dong chinh cua
co quan, don vi, nhu: toan bo hé thong thiét bi cong nghé thong tin, hé thong cung
cap dién ngimg hoat dong, h¢ thdng trang thong tin dién tir bi tin tic (hacker) tan
cong, xAm nhap, thay doi ndi dung...

2. Khi ¢6 su ¢d hodc nguy co mét an toan thong tin mang xay ra nhu: hé thong
hoat dong cham bat thudng, khong truy cap duoc hé thong, ndi dung thong tin bi
thay d6i khong chu dong hoic cac ddu hiéu bat thuong khac thi tién hanh quy trinh
g ctru sy ¢d theo cac bude sau:

Budc 1: Néu hé théng cO nguy co mat an toan thong tin mang thudc tham
quyén co quan, don vi tryc tiép quan 1y thi thyuc hién tiép Budc 2. Néu hé thong c6
nguy co mat an toan thong tin mang thudc Trung tam Cong nghé thong tin va
Truyen thong truc thudc S& Thong tin va Truyén théng quan ly (cac he thong dwoc
trién khai tdp trung tai Trung tam Di liéu tinh) thi thuc hién tiép Budc 3;

Budc 2: Tién hanh xir Iy su cd theo quy ché ndi bd cua co quan, don vi. Néu
su ¢d duoc khic phuc thi 1ap bién ban ghi nhan va két thic quy trinh phdi hop xir 1y
s ¢d. Khi sy ¢ vuot qua kha ning xu 1y ciia co quan, l4p bién ban ghi nhan va
thuc hién tiép Budc 3;

Budce 3: Bao cao su cé dén S Thong tin va Truyén thong theo Mau sb 03 ban
hanh kém theo Thong tu s6 20/2017/TT-BTTTT ngay 12 thang 9 nam 2017 cua Bo
trudng B6 Thong tin va Truyen thong quy dmh vé diéu phéi, Umg cuu sy cd an toan
thong tin mang trén toan quoc (sau ddy goi tdt la Théng tw s6 20/2017/TT-BTTTT)
va thuc hién tlep Buoc 4;

Budc 4: Phéi hop v6i Trung tdm Cong nghé thong tin va Truyén thong truc
thudc S& Thong tin va Truyén thong va cac co quan, to chirc ¢6 lién quan dé tién
hanh khac phuc su ¢6 va thuc hién ti€p Budce 5;
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Budc 5: Lap bién ban ghi nhan va két thuc quy trinh phéi hop xir 1y su ¢ theo
Mau s6 04 ban hanh kém theo Thong tu s6 20/2017/TT-BTTTT, lanh dao co quan,
don vi phai chi dao kip thoi dé khic phuc va han ché thiét hai, bao cdo bang van
ban cho co quan cap trén truc tiép quan 1y va S& Thong tin va Truyén thong.

3. Truong hop ¢6 su ¢d nghiém trong & mirc d6 cao, khan cap hodc vuot qua
kha nang khic phuc cua co quan, don vi, lanh dao co quan, don vi phai bdo céo
ngay cho co quan cap trén quan 1y truc tiép va S& Thong tin va Truyén thong dé
dugc hudng dan, ho tro.

4. Puong day nong hd tro ctia Poi ing ctru su ¢b an toan thong tin mang chi
tiét dang tai trén Cong thong tin dién tir S& Thong tin va Truyén thong tai dia chi
https://sotttt.haiduong.gov.vn/, chuyén muc Ung ctru sy ¢b may tinh.

] . Chwong I
TRACH NHIEM BAO PAM AN TOAN THONG TIN MANG

Pi¢u 18. Trach nhiém ciia S& Thong tin va Truyén thong

1. Tham muu gitip Uy ban nhan dan tinh quan 1y vé cong tac bao dam an toan
thong tin mang trén dia ban tinh va chiu trdch nhiém trudc Uy ban nhan dan tinh
trong viéc tham muu bao dam an toan thong tin mang cho cac hé thong thong tin
cua tinh.

2. Chi dao, t6 chitc bao dam an toan thong tin mang cho ha tang k¥ thuat cta
Trung tdm dir liéu tinh.

3. Héng nam, xay dung ké hoach, té)ng hop nhu cAu cua cac co quan, don vi dé
trién khai cong tac an toan thong tin mang trong hoat dong Uing dung cong nghé
thong tin cua co quan nha nudc trén dia ban tinh theo quy dinh.

4. Xay dung va trién khai cac chuong trinh dao tao, tuyén truyén vé an toan
thong tin mang trong hoat dong trng dung cong nghé thong tin cuia cac co quan nha
nudc trén dia ban tinh.

5. Pinh ky to chuc dlen tap tmg ciu sy cd an toan thong tin mang trén dia ban
tinh, tham gia dién tap qudc gia va qudc té do B Thong tin va Truyén thong to chic.

6. Chi dao, huong dan vé nghiép vu vé bao dam an toan thong tin mang; hd
trg giai quyét su c6 khi cé yéu cau.

7. Chu tri, phdi hop véi cac co quan lién quan thanh tra, kiém tra dinh ky hoic
dot xuat; kip thot phat hién va xtr 1y theo tham quyén doi vaoi cac hanh vi vi pham
an toan thong tin mang trén dia ban tinh.


https://sotttt.haiduong.gov.vn/
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8. Hudéng dan, giam sat cac co quan, don vi trén dia ban tinh xay dung quy
dinh nd1 bod va thuc hién viéc bdo ddm an toan thong tin mang cho h¢ thong thong
tin theo quy dinh cua Nha nudc.

9. Tong hop va bao cao vé tinh hinh an toan thong tin mang theo dinh ky cho Bo
Thong tin va Truyén thong, Uy ban nhan dan tinh va cac co quan, don vi ¢6 lién quan.

Picu 19. Trach nhiém ciia Cong an tinh

1. Chu tri, phdi hop véi cac sé, nganh co lién quan xay dung va trinh cép co
tham quyén ban hanh va hudng dan thyc hién vin ban quy pham phap luat vé bao
v€ bi mat nha nudc, phong, chbng t6i pham mang, loi dung mang dé xdm pham an
ninh quoc gia, trat ty, an toan xa hoi trén dia ban tinh.

2. T chire, chi dao, trién khai cong tac phong, chéng to1 pham, t6 chire diéu
tra t01 pham mang va hanh vi vi pham phap luét khac trong Iinh vuc an toan thong
tin mang.

3. Phdi hop véi S¢ Thong tin va Truyén thong va cac sd, nganh co lién quan
kiém tra, thanh tra vé an toan thong tin mang, xtr Iy vi pham phép luat v€ an toan
thong tin mang theo tham quyén.

Piéu 20. Trach nhiém cia S& Ké hoach va Pau tw

Téng hop cac D& an, Du 4n vé bao dam an toan thong tin mang cla cac so,
ban, nganh; Chu tri, phéi hop cac don vi lién quan tham muu UBND tinh trinh Hoi
dong nhan dan thong qua von phan bo ké hoach von trung han va hang nim cua cac
sO, ban, nganh thuc hién céc Dé an, Du an vé bao dam an toan thong tin mang.

Pi¢u 21. Trach nhiém ciia Sé Tai chinh

Hang nam, can ctr kha nang can doi ngan sach va ché do, ti€u chuan, dinh murc
do nha nudc ban hanh, tham muu UBND tinh b6 tri kinh phi trién khai thuc hién
cac dy an, nhiém vy ve bdo ddm an toan thong tin mang.

DPieu 22. Trach nhiém cua cac co quan, don vi

1. Tha truéng co quan, don vi c6 trach nhiém td chtrc thue hién cac quy dinh
tai Quy ché nay va chiu trach nhiém trude Uy ban nhan déan tinh trong cong tac bao
dam an toan thong tin mang cia co quan, don vi minh.

2. Phan cong by phan hodc can bd chuyén trach bao dam an toan thong tin
mang cua don vi; tao diéu kién dé cac can bod phu trach an toan thong tin mang
duoc hoc tap, nang cao trinh do vé an toan théng tin mang; thuong xuyén to chirc
quan triét cac quy dinh vé an toan thong tin mang trong co quan, don vi; xac dinh
cac yéu cau, trach nhiém bao dam an toan thong tin mang ddi véi cac vi tri can
tuyén dung hodc phan cong.

3. Ban hanh quy dinh, quy trinh noi bd vé bao dam an toan thong tin mang
phu hop v6i Quy ché nay va cac quy dinh cia phép luat.
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4. Céc co quan, don vi c6 trach nhi¢m thyc hi¢n xac dinh cép do an toan thong
tin mang va bao dam an toan cho hé thong thong tin cta don vi quan 1y theo quy
dinh tai Luat An toan thong tin mang, Nghi dinh s6 85/2016/ND-CP va hudéng dan
tai Thong tu 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua Bo Thong tin va
Truyén théng quy dinh chi tiét va hudng din mot sé diéu cua Nghi dinh sd
85/2016/ND-CP ngay 01/7/2016 cua Chinh phil vé bao dam an toan hé théng thong
tin theo cap do.

5. Phéi hop, cung cap thong tin va tao diéu kién cho cac don vi ¢ tham quyén
trién khai cong tac ki€m tra khac phuc su co6 an toan thong tin mang kip thoi, nhanh
chong va dat hi¢u qua.

6. Phdi hop chat ché voi Cong an tinh, S& Thong tin va Truyén thong va céac
don vi lién quan trong cong tac phong ngtra, dau tranh, ngan chan cac hoat dong
xam pham an toan thong tin mang.

Pieu 23. Trach nhiém cia can bg, cong chirc, vién chirc va nguwoi lao dong
trong cac co quan, don vi

1. Trach nhi€ém cua can bo, cong chirc, vién chirc phu trach an toan thong tin mang:
a) Chiu trach nhiém bdo dam an toan thong tin mang ctia don vi;

b) Tham muu lanh dao co quan, don vi ban hanh cac quy dinh, quy trinh ni
b0, trién khai cac giai phap k¥ thuat bao ddman toan thong tin mang;

¢) Thuc hién viéc giam sat, danh gia, bao cdo thu truéng co quan, don vi cac
rii ro mat an toan thong tin mang va mac d¢ nghi€m trong cua céc rui ro do;

d) Phoi hop vai cac td chuc, cd nhan cd 1ién quan trong viéc ki€m sodat, phat
hién va khac phuc cac su co an toan, an ninh thong tin.

2. Trach nhiém cua can bd, cong chure, vién chiic va nguoi lao dong trong céc
co quan, don vi:

a) Nghiém tac chap hanh cac quy dinh, quy trinh ndi bd, Quy ché nay va céac
quy dinh khac cua phap luat vé an toan thong tin mang. Chiu trach nhiém bao dam
an toan thong tin mang trong pham vi trach nhi€ém va quyén han dugc giao.

b) Khi tham gia van hanh mang may tinh cuia co quan, don vi phai nghiém
chinh chép hanh ché d6 bao mat, an toan, an ninh thong tin déng thot chiu trach
nhiém d6i véi cac thong tin ma minh cung cip. Mdi can bo, cong chirc, vién chirc
va nguoi lao dong phai co trach nhiém ty quan 1y, bao quan thiét bi ma minh duoc
giao str dung; khong tu y thay d6i, thao lép cac thiét bi trén mdy tinh; khong duoc
vao cac trang thong tin dién tir khong rd vé noi dung; khong tai va cai dat cac phan
mém khong 16 ngudn goc khong lién quan dén cong viéc chuyén mon; khong nhip
chudt vao cac duong din la khong rd vé nodi dung; khong cho phép bat ctr hanh vi
nao gay ton hai dén dich vu, gdy hu hong thiét bi mang; khong cung cap thong tin
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khong trung thuc dé cong bd trén mang; st dung mang dé tham nhap vao cac mang
may tinh khi chua dugc phép; khong dua cac thong tin c6 nd1 dung mang bi méat
nha nudc 1€n h¢ thong may tinh cé két ndé1 mang Internet.

c¢) Trong trao doi thong tin, dit li¢u phuc vu cong viéc, cac co quan, don vi,
can bg, cong chirc, vién chirc phai str dung hé thng thong tin do co quan, don vi co
tham quyén trién khai nhu: hé thong thu dién tir tinh (@haiduong.gov.vn) hodc hé
thong thu dién tir cia bo, nganh, linh vuc; hé théng quan 1y vin ban va diéu hanh.
Mbi can bd, cong chirc, vién chic va ngudi lao dong khong s dung cic trang
mang xa hoi, cac dich vu thu dién tr cong cong... dé trao doi thong tin quan trong
lién quan dén cong viéc chuyén mén cia co quan, don vi.

d) Khi phat hién nguy co hodc su cd mét an toan thong tin mang phai béo céo
ngay véi cap trén va bo phan chuyén trach cong nghé thong tin cta don vi dé kip
thot1 ngan chan va xu 1y.

d) Tham gia cac chuong trinh dao tao, bdi dudng vé an toan théng tin mang do
cac co quan, don vi chuyén trach an toan thong tin mang hodc So Thong tin va
Truyén thong to chic.

Pi¢u 24. Trach nhiém ciia cac to chirc, ¢4 nhan khac

Céc tO chtrc, c4 nhan khac c6 st dung cac hé théng thong tin do Gy ban nhan
dan tinh trién khai hodc lién quan dén hoat dong tmg dung cong nghé thong tin cia
cac co quan nha nudc tinh Hai Dwong phai tuan thit Quy ché nay va cac quy dinh
hién hanh cua phap luat co6 lién quan.

) ChwonglV
PIEU KHOAN THI HANH

Diéu 25. T6 chirc thue hién

S& Thong tin va Truyén thong cha tri, phdi hop véi cac so, ban, nganh, Uy
ban nhan dan cic huyén, thi xa, thanh phd va cac t6 chuc, ca nhan c6 lién quan
trién khai thyc hién Quy ché nay.

Thu trudng cac so, ban, nganh, don vi thudc Uy ban nhan dan tinh, Chu tich
ny ban nhan dan cac huyén, thi xa, thanh phé chiu trach nhiém t6 chtc trién khai
thuc hién Quy ché tai co quan, don vi, dia phuong minh.

Trong qua trinh thuc hién néu c6 phat sinh kho khin, vuéng mic can sta doi,
bd sung cac co quan, don vi kip thoi bao cdo vé S& Thong tin va Truyén thong tong
hop trinh UBND tinh xem xét, giai quyét./.
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